PAYMENT PROCESS

CHECK OUT
e  CUBE PAYMENT BUTTON PROCESSES THE

REQUEST FOR PAYMENT

DYNAMIC QRCODE GENERATION
®  AMOUNT OF THE TRANSACTION
e P ADRESS, WIFI OF THE PC WHERE
TRANSACTION TAKES PLACE

DATA ABOUT THE TRANSACTION

USE YOUR MOBILE PHONE

. CAPTURE THE QRCODE

. USING WIFI OR BLUETOOTH, MOBILE
COMPONENT ESTABLISHES THE
CONNECTION WITH THE COMPONENT
(CPB) IN THE WEB PAGE OF THE WEB
SITE
MOBILE APP TRIGGERS THE GENERATION

OF THE PAYMENT TOKEN

TOKEN GENERATION
e  CUBE TSP SEND PAYMENT TOKEN
®  MOBILE APP SEND TOKENIZED DATA TO
WEB BROWSER AND AUTOFILL WEB PAGE
PAYMENT IS PROCESSED AS A REGULAR EMV

TRANSACTION
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PAYMENT FLOW FOR ECOMMERCE

Click CPB CPB displays
for check-out othe QR Code

o Visiting sites of
e-merchants

o User captures
the QR Code

By WiFi/Bluetooth CUBJ
mobile App’ sets session with CPB

Server replies with

paymenttoken,
CVC, CW to App’

App’ sends,
transaction
details to CUB3

r server

CPB generates online Jﬂuﬂﬂuﬁ

payment as full EMV

Online paymentis
processed as aregular
EMV transaction

TOKENIZATION

TOKENIZATION IS ABOUT  THE
REPLACEMENT, DURING A

CUBE'S TOKENIZATION SYSTEM IS COMPATIBLE WITH EMVCO'S
SPECIFICATIONS AND HAS MANY SECURITY MECHANISMS THAT ARE
ALIGNED WITH THE LATEST PAYMENT SCHEMES SPECIFICATIONS

REVERSIBLE PROCESS, OF THE PAN
BY A PAYMENT TOKEN KEEPING THE
SAME FORMAT AND THE SAME
PROPERTIES AS A CLASSICAL PAN.

Enroliment

Provisioning

ADDING  ATTRIBUTES TO THE

Service Man mt

Replenishment
Management

Tokenization
Generation

PAYMENT TOKEN ALLOWS LIMITING

Event Management

ITS USE TO A PARTICULAR DOMAIN. A Mobile phone
Authentication
TOKEN PAYMENT MAY BE LIMITED TO

Key Management
genaration

D&V

A TRANSACTION CHANNEL - FOR
EXAMPLE, ONLY FOR NFC MOBILE
PAYMENT - AND TO A SINGLE DEVICE,

Mobile Application
Platfom

Data preparation

Remote
Management

Vault

Lifecycle Account
Management

Tokenization

Management

| De-tokenization
| Crypte Validation
| Fraud Management
| Transaction Log

Transaction

OR BY ASSIGNING A SECURITY LEVEL — e
DURING TS ISSUANCE AND. TS B
Card Image

STORAGE.
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